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I. Abstract


With the streamlining of cellular telephones to incorporate personal computer power and abilities, a new threat to large scaled critical systems sits at the ear of over 203 million Americans.  Voting systems, particularly electronic ones, are at risk.  Recording devices and wireless capabilities allow for the capturing and sending of sensitive data, as well as coordination of voting system attacks.  This paper is meant to increase awareness of the modern attacker, and to encourage election officials to place a protocol of prevention, recognition, and recovery into place.

By first observing the capabilities of many modern cell phones, this project identifies features that could potentially disrupt the privacy, integrity, or overall functionality of a voting system.  An in-depth look at specifications and Election Day procedures of the WINvote electronic voting system allows for a solid case study. Identifying key areas for attack, discussion follows for possible attacks using today’s cell phones to compromise the WINvote system.  Reflection on the simple exploitation of these vulnerabilities indicates that these attacks are quite possible in the upcoming election.  Closing recommendations allow election officials to reconsider the use of certain electronic voting systems and cellular telephones around polling precincts. 


II. Cellular Telephones

     A. Background 


The technology boom in the past ten years has expedited the development and release of new products onto the consumer market.   Over 203 million Americans own cell phones now, up from 34 million a decade ago.  The vast majority of American households have personal computers, and 75% use the Internet to spend at least three hours a day online. 

Apple’s iPod has spawned a new generation of “techies”, orienting elementary school children to synchronize hardware and software and learn how different components work together with the Internet.  The ubiquitous face of technology is changing modern approaches to security as well.  Even teenagers, without college degrees or modern careers in technology, have been able to hack into trusted government websites.  Not only has it has become nearly impossible to identify digital adversaries, but it is now also difficult to distinguish an attack from a ‘normal’ system failure.  This is where the attack of an electronic voting system becomes more feasible: with the use of today’s technologies, one can potentially bring down a system, ruin an election, leave an entire country in chaos, and never get caught.  Recognizing the threats posed by cellular telephones aide in the realization that mobile technologies are becoming just as dangerous as stationary ones.

     B. Modern capabilities


Not only does the cellular telephone of today act as a primary voice communication tool, but also its integration of embedded technologies has broadened its functionalities.  The standard caller-id, address book, and speed-dialing capabilities match those of landline or portable phones.  Voicemail, analogous to answering machines, usually comes standard with most cell phone plans.  Features to improve personal organization have enabled the mobile user to keep track of things on the go.  The notepad and date book allow one to make a quick to-do list on the run, and a sound recorder captures one’s own voice.  Simple games can occupy the attention of an owner in a waiting room, while the calculator feature can aid him/her when calculating a restaurant bill and tip.  Cell phones now act as a personal timepiece by not only displaying the date and time, but also allowing for programmable alerts as an alarm clock.  New features allow for customizable settings, including the changing of wallpaper, screensaver, and color schemes.  

In addition to the standard set of images in each cell phone, many now come equipped with built-in digital cameras.  The popularity of mobile photography has grown immensely.  Now, not only can one save these pictures on their cell phones as wallpaper for all to see, but one can also send them to a local Bluetooth-compatible device, or even as a message to another client who has the capability to receive photos.  Combining the ability to photograph with the recording of sounds, some phones now come with video recorders.  Although the actual quality of these digital recorders varies, as well as the ability to store such multimedia, hardware appendages are available for purchase to improve the end result.  Devices that flash can be mounted above the camera lens for a brighter and more visible photo.  The majority of cell phones are also text message compatible.  Text messages are comprised of alphanumeric Unicode characters below a certain maximum length from the cell phone user to a receiver, whether it is another cell phone number or AOL Instant Message screen name.  With the “texting” capability comes the ability to connect to chat rooms, and also to browse the web.

Cell phones have become increasingly powerful and increasingly personal.  With highly customizable features, including the capturing of often times personal material, users regard cell phones as their personal device, compared with the one-telephone-per-house model.  As the greater dependence, trust, and personal nature of cellular telephones grows, so do the intended capabilities of such mobile devices.  It is now becoming commonplace for Personal Digital Assistants (PDAs) to double as cellular telephones, exposing a new world of capabilities and threats to security.  Many PDAs are Bluetooth compatible, making the transfer of data from mobile device to another device quick, easy, and wireless.  Along the same lines, some PDA cell phones are also 802.11 compatible, which give them access to local wireless networks, along with desktop computers and other portable devices.  Having almost as many functionalities as a laptop computer but with less raw power, the combined PDA-cell phone is perhaps the most formidable portable attack device of today because it is so easily disguised and trusted. 

     C. Threats Associated with the Mobile Recording of Data

No system is safe from a portable recording device that can both send and receive bits of information.  This communication lends itself to the capturing of sensitive information to third parties without detection.  With standard battery power, cell phones can take photographs, movies, and record sounds of the surrounding environment.  Combined with the ability to send these files across a cellular or wireless network, the distribution of sensitive information can fall into the wrong hands.  

A major reason for discussion regarding the recording of sensitive information is that the act of recording is quite subtle.  Only the user of a cellular telephone or someone close enough to visibly read the instructions on the phone’s screen can tell that the user is taking a picture, capturing a movie, or recording sound.  No red lights indicate that the device is recording, and most cell phones do not have a flash for the camera.  There are no signals outside of the cell phone screen that text or picture messages have been sent or received unless the audio notifications for such messages have been turned on.  This, of course, can be avoided if the phone is placed on silent. The physical styling of phones also makes it easy to conceal its activity.  The “flip phone” or “clam shell” style phone must be flipped open in order to carry out activities other than adjusting the phone’s volume.  On the other hand, standard one face phones (non flip) and PDA’s have one interface that is open all of the time, so one cannot easily determine if the phone is being used or not.  This is of particular concern if the device is concealed, or perhaps in an attacker’s pocket.  No flipping is needed to activate phone options; with a quick press of a certain button, recording can begin. 

      D. Threats Associated with the Use of Wireless Devices


Modern cell phones have the opportunity to interfere with the performance and overall integrity of voting systems with common wireless communication protocols.  Integration of Bluetooth capabilities in voting systems introduces the possibility of meddling with data.  Allowing devices to communicate via this protocol invites all Bluetooth-compatible devices to participate in the information passing, including mobile technologies like cell phones or PDA’s.  Similarly, mobile devices have the capability to pick up local Wi-Fi access.  This allows for analysis of senders and receivers of information along a network, also known as packet sniffing.  This scenario would be ideal for an attacker whose wireless device also allowed spoofing of messages to trick receiving devices into denying the service of others.   The relative cost of this type of attack is low, as off-the-shelf devices cost less than $1000 and are modifiable to carry out clandestine efforts.  

Many wireless-compatible cell phones are not flip phones.  This is because the styles of phones that use wireless also integrate many other functionalities, including word processing and email client programs.  With the regular use of such applications, the hardware for these phones generally uses a larger display screen, making it illogical to have a small flip phone.  This worsens the ability to determine device activity, as a manual flip notifies the others surrounding the user that he/she is about to carry out some type of action on the phone.  Having a standard non-flip device in one’s pocket easily allows for discrete button pushing, and in this case, the execution of wireless disturbance programs. 


The groundbreaking work of John Bellardo and Stefan Savage of UC San Diego on 802.11 Denial-Of-Service attacks brings threats to wireless voting systems a reality.  Mobile devices with both cell phone and wireless (802.11b) technologies have been able to falsify their network identities to effectively spoof a safe machine and request services on its behalf.  These services are sent by control packets, also known as “Class One” frames, and are always sent in the clear (not encrypted) to authenticate, associate, and close connections between machines and their wireless access points.  In a deauthentication attack, the attacker sends a message to the access point, pretending to be the client machine.  This spoofs a message to close a connection between the client machine and wireless Internet access point just before the client chooses to transmit real data (not Class one frames).  This causes all of the data transmitted by the client to the access point to become dropped, as the connection closes.  Because the client does not receive any immediate acknowledgement frames of data received by the access point, the client assumes the connection has been lost and attempts to reestablish it.  The constant deauthentication and attempts to reconnect make the client machine a victim of a Denial-of-Service attack.


Part of the 802.11 utilizes the Media Access Control protocol, which sends specialized packets intended to regulate the division of message passing across a network to avoid collisions.  These packets contain the standard sender and receiver fields, as well as type of frame (acknowledgement, request to send, clear to send, authentication request, data, etc), but also contains a duration field to indicate how long the connection to a particular client should last.  This duration is taken literally by its receiver, and it adjusts its NAV (Network Allocation Vector) to wait the full amount of time stated to transmit or receive any other data.  An attack such as this one can use spoofing techniques to deny service to any number of machines using very little power, time, and resources.

     E. Social Context


Discussion regarding mobile, clandestine attacks of privacy and integrity to voting system is necessary for further consideration of security and planning.  The democratic system of the United States dictates that the results of a national election decide who will hold power in our nation’s critical government infrastructure.  The detection of an invalid election is critical: identifying an attack can lead to its resolution and recovery.  However, the potential attacks on electronic voting systems can rarely be detected, as the very nature of portable devices is to be sleek, small, and subtle.  Poll workers have not been trained to distrust portable devices, as the majority of Americans have their own cellular telephones and use them faithfully every day, thinking nothing of their security flaws or capabilities.  If a system reliant on Internet began to falter due to a denial of service attack, many poll workers and even network experts may attribute such technical problems as routine “glitches in the system”.  Placing great amounts of naïve trust in technology today, an attack such as this would very likely go undetected.

The variety of attacks possible on a wireless Internet can compromise the underlying structure and functionality of a voting system.  The attacker may choose to target a certain portion of voting system users, such as one neighborhood or polling place, to block those voters and thereby sway the results so slightly that it would even pass by political analysts.  Multiple attacks could work in coordination to bring down entire precincts for minutes or even hours, losing precious votes and affecting election results.  The raw variety, scale, and overall impact of these attacks are worthy for discussion of a large system of any type.   Today’s attackers could be one of the billions of cell phone users; identifying one attacker to a large-scaled system would be like searching for a needle in a haystack.  

III. Case study: WINvote

     A. Background


Developed by Advanced Voting Solutions (AVS), the WINvote DRE (direct recording electronic) voting system utilizes paper, removable memory, and wireless Internet to carry out Election Day duties.  It weighs approximately nine pounds and looks similar to a laptop computer.  Its 14” color touch screen boasts a user-friendly interface and unique zooming capabilities for larger text.  A battery on the device can power the system for up to three hours, but primarily, a standard power cord keeps the machine running.   Printers are embedded on the device for the purpose of initialization confirmation and tabulation only.


The popularity and ease of use associated with WINvote’s setup is the primary reason why many precincts chose to use it.  It has been used in Binds County (Mississippi), is planned for use in a few counties in Pennsylvania and Virginia.  Arlington, Boutetourt, Caroline, Carroll, Roanoke, Floyd, Gouchland, Powhatan, and Fairfax, the biggest jurisdiction in Virginia, counties have all scheduled to use WINvote for the upcoming 2006 election.  

Users of WINvote in Virginia’s Presidential Primary in February of 2004 overwhelmingly approved the system.  Surveys indicated that over 90% of the users of WINvote thought it was “easy” or “very easy” to use, even going so far to say that it was “little old lady proof,” implying its interface was just that friendly.  This was quite a changeup from the November 2003 “technological and procedural failure” WINvote experience in Fairfax County.  Batteries lost their power, software froze, voters noted a challenge in recording their choices, and modems did not transmit any of their data.  Indeed, not all experiences with WINvote have been successful.  Mississippi’s Hinds County used WINvote in the November 2003 election, but ended up declaring the election invalid.  The voting machines in one district failed to start up, while others overheated or broke down during the day.  To top it off, there were not enough paper ballots to go around.

Despite the trials and tribulations of WINvote and Advanced Voting Solutions, formerly known as Shoup Voting Solutions, it acts as a solid case study.  The use of a DRE, specialized hardware and software, and wireless Internet via 802.11b combine to invite a number of cell phone attack scenarios.

     B. Procedures

Before Election Day, the WINvote devices are equipped with the standard WINvote software but no actual ballots.  Within the device, a portable USB memory stick records the actual ballots cast.  A slot for insertable cards, about the size of a credit card, allow for identification of authorized users so as to grant administrative access to the equipment.  The holders of these “smart cards” are the chief and assistant chief of the polling place, as well as the Voting Machine officers, but never the voters themselves.  There are two types of smart cards: “LOCATION” and “BALLOT”.  BALLOT cards allow for the creation of a new ballot for the voter to customize and choose candidates; LOCATION cards are used for the initialization, maintenance, and tabulation of ballots on the machines.


On Election Day, election officers arrive early in the morning to set up the precinct and initialize the equipment.  After unpacking the WINvote devices from their stackable protective cases, the election officers assemble the individual voting stations, placing WINvote inside for absolute voter privacy.  All machines are booted up by opening the printer door using a silver key and pressing the red power button.  Upon successful bootup, each screen displays information about the individual machine.  This information includes the unit’s serial number, status (initially “Pre-Election”), and the results of System Test (pass or fail).  It also displays additional instructions to the users, encouraging them to either enter a smart card to continue setup or to tap the ‘Quit’ button.  At this point, the election officers then choose one machine to be the Master by entering the LOCATION smart card into the machine.  This begins the downloading of election information using wireless Internet onto the Master.  Once the Master has the ballot, it begins to locate the other WINvote units within the precinct and distribute the ballots via Wi-Fi.   As each device successfully receives the ballot, their serial number is displayed on the Master unit’s screen until all machines at the precinct are listed.  The Master also lists its Polling Location to be verified by the LOCATION smart card holder.  After confirmation, each WINvote machine begins to print an “OPEN UNIT” report, which the election officials take from the printer and store in a location near the voter check-in station.  The Master machine also prints its OPEN UNIT report, as well as a LOCATION OPEN report.  It is at this point that the interactive WINvote software allows for actual voting to occur.


After a voter is cleared to vote by providing adequate identification, one election official will lead the voter to a WINvote machine.  The election official inserts a BALLOT smart card to begin a new ballot, and then walks away to allow the voter some privacy.  The voter follows the directions provided to choose the appropriate candidates for election using the touch-screen.  Candidate choices are grouped by office, and the voter is forbidden from overvoting and warned before undervoting.  A final confirmation screen lists the voter’s chosen candidates for election and provides the options to cast the ballot or make some changes.  When the voter chooses to cast his/her vote, the ballot is recorded in the system’s hard-drive, as well as onto a portable USB memory stick on the WINvote system.  The WINvote system screen displays a message thanking the voter and confirming that his/her vote had been cast.  An election official follows up with the vote cast, inspecting the machine to make sure the vote had been completed and the machine is free of any visible damage.


Voting continues until it comes time for the polling station to close.  After the official announcement that the polling station has been closed, the election officials again choose one machine to be the Master machine to transmit voting data by entering the LOCATION smart card.  The Master WINvote machine then displays data, asking the user to confirm to “Close Polling Location”.  The Master machine searches locally for all the WINvote machines at the precinct, printing identifications by serial number, searching until the user taps the “Stop Searching” button.  Vote tallies are sent from each WINvote machine to the Master, and upon receipt, a check appears next to the serial number of that machine on the Master’s screen.  After that, a UNIT CLOSE report prints on each machine.  The Master screen asks the user to EXPORT LOCATION DATA to a central tabulation computer and it is sent via wireless Internet.  When this sending is completed, all WINvote systems automatically power down.  The USB memory sticks remain on the machines, even as the WINvote devices are repacked and sent to storage. 


For vision-impaired citizens, WINvote has the option of an audio ballet.  Using a set of headphones, the voter can listen to the instructions to vote and a candidate listing, but still uses the touch screen to cast his/her actual vote. 

      C. Vulnerabilities


Potential weaknesses in the WINvote system exist in almost every phase of process.  Although some safety precautions and protocols have been put into place, the possibility of attack remains.  Violation of privacy in the voting booth can occur with the use of a cellular telephone with the use of certain embedded technologies on phones today.  Attacks to the system’s integrity expose holes in the WINvote system, particularly in the phases that utilize wireless Internet.  This section labels potential WINvote system attacks by the use of recording devices, i.e., cameras, sound recorders, and movie recorders, to capture sensitive information, and the use of wireless technologies to compromise WINvote system integrity and functionality. 

  
1. Use of Recording Devices


Privacy in the voting booth is every citizen’s right.  However, with use of today’s mobile technologies, this right is rapidly deteriorating.  Even in public areas of today, passers by snap photos of ordinary people with their cell phone.  The quality of some cell phone cameras today rivals that of average quality digital cameras, making everyone who has a cell phone an instant photographer and member of the media.  


Voter bribery and intimidation would be easier with the use of cell phones to verify a vote had been cast a certain way.  If a voter goes into the polling precinct and successfully registers with the election officials, he/she is granted the opportunity to cast one ballot.  Before this ballot is cast in the WINvote system, he/she must confirm the candidate choices indicated.  By taking a digital photograph of the candidate choices made, this voter’s privacy will go by the wayside.  This photo can then be saved, send to another cell phone carrier via Picture Messaging, or be beamed to a desktop device through Bluetooth or Wi-Fi, making this vote immortally open.  Figure 1 demonstrates the likelihood of recording a voter via cell phone.


The recording of one’s use of the WINvote system would make it easier for an attack team to develop an identical interface.  With an identical interface and perhaps similar functionality, this attack team could effectively spoof a voting system.  This scenario would probably only happen to unknowing voters and not election officials, as the officials carry out many verifications of the system before they trust it as viable.


Disabled voters can choose to use an audio ballot to aide in making their candidate choice.  If one were to record the audio portion of these instructions with their cell phone, although difficult, it would be possible to recreate these instructions with malicious modifications.  For example, if the audio instructions told the user to choose the left side of the screen for one candidate and the right side of the screen for the other, attackers could obtain this audio track, swap the portions of the recording that said “right” and “left” and would trick the voter into choosing the opposite candidate that he/she actually preferred.

As the WINvote machines boot up, they print sensitive system information that the election officials use as approvals that the system is fine to use.  If one were to record this information via photograph, movie, or just plain text note to oneself, the machine could be targeted for attack, depending on how the system is identified at the network level.  Also, knowing what this “safe” screen should look like provides yet another spoofable interface for attackers’ false equipment.

2. Use of Wireless Internet


Vote Tabulation

The most severe threat to the WINvote system is to prevent the tabulation of votes, thus disrupting the election as a whole.  Because WINvote uses wireless internet to accumulate the local vote tallies at a Master WINvote machine, and submits it to a general tabulation server by wireless, it would be entirely possible to deny these submissions of data over the wireless network.  Figure 2 details such an attack.

Using a mobile device with spoofing capabilities and knowledge of the members in the network, such as the modified PocketPC used in the Bellardo and Savage paper, one could sit in the polling place parking lot to deny service to one or all of the voting systems inside.  This would cause confusion and panic, forcing election officials to wonder why the ballot tabulation data could not be transmitted.   Fortunately for WINvote, it records all votes in the portable USB memory stick in addition to creating a voter-verified paper trail, so if this scenario were to happen, there would be two other vote counts to report as official election results.  

Wake-On-LAN


WINvote’s systems have the ability to power up by remote requests over a network, known as Wake-On-LAN (WoL).  A system that is WoL-enabled remains dormant in power-saving mode until it reaches “the magic packet” to awaken and boot up to full power mode.  This feature is used in the WINvote system to wake up the wireless networking capabilities on non-Master machines at the start and end of the Election Day.  The Master machine wakes up the other non-Masters, and the Master sends sensitive ballot information to the non-Masters in the morning and receives vote tabulations from the non-Masters at night.  This introduces the possibility for one to disrupt the WoL system by use of a packet-sniffing portable device to carry out this attack.  Figure 3 identifies alternate methods.

A PocketPC running a program to determine wireless internet traffic in the vicinity of the polling precinct could easily determine which stations are transmitting and receiving, to not only deduce which stations are the Master or non-Master, but also gain their unique network identifier.  With this network identifier, it may be possible for an attacker to spoof a magic packet.  By waking up these machines, it may cause transmission of data, or even the clearing of some immediate buffers to lose ballot data.  Even if a loss of election information did not occur, a transmitting WINvote machine before the Election Day is over would confuse voters, election officials, and perhaps even WINvote specialists.  It would decrease voter confidence and possibly prevent some voters from casting their vote.  One mishap during Election Day is enough to put the media in a frenzy, thus questioning the validity of an election.


Ballot Loading


Perhaps an overlooked area of security in the WINvote system is the setup of the machines themselves.  The morning of Election Day begins with the booting up of the WINvote systems where the election’s ballots are imported from a centralized location, all via wireless internet.  Here is where a significant system attack can occur.  If one were to deny service to all of the voting machines in a polling place when trying to load the ballots, election officials have no choice but to use paper ballots for all voters, as the DREs contain no ballots and are, therefore, useless.  This is shown in Figure 4.  A daylong attack on these systems from a small device may seem improbable, but Bellardo and Savage carried out an attack on 12 fully functional PC’s and effectively denied service to all of them for a significant amount of time exploiting the duration field of MAC-layer frames.


The blocking of ballot loading can lead to a later opening time for a polling place, losing the early-bird voters.  Voter confidence would take a nosedive.  A daylong attack may force election officials to follow another voting system protocol, such as the paper ballot scheme.  A new process for poll workers invariably leads to malfunctions.

     C. Evaluation of WINvote


All of the attacks using the recording features of cell phones can be prevented by simply not allowing the use of cell phones in the voting booth.  This will prevent any photos from being taken, data from being transmitted, phone calls to verify votes, and things of this nature.  However, prohibiting cell phones from a polling precinct would still not protect against the possibility of a system attack.  One could just as easily sit within range of these wireless devices with a mobile attacking device to perform the same damage.  


Certain preventative measures can be taken to help avoid or recover more quickly from network attacks.  Placing a ceiling on the duration field of a particular wireless machine would cease near-infinite wait times.  Network watchdogs could monitor wireless activity in a certain area, attempting to identify attacks when things steer from normal.  This would act as a liaison in getting more help to ameliorate a larger attack, recording network behavior as a basis for education for future elections and potential attacks, as well as acting as legal evidence to prosecute those who tamper with voting systems, a class five felony.


The challenge of pinpointing the source of these attacks is immense.  It is recommendable, therefore, to avoid the use of wireless technologies known to be susceptible to attacks in critical systems such as these.  Although WINvote may validly use a highly advanced encryption system to ensure the integrity of the data being sent over the wireless network, denial of service attacks can completely block the sending or receiving these tight-lipped packets.  

IV. Recommendations


In the case of the WINvote electronic voting system, cellular telephones are a huge threat that is still unaccounted for.  The types of possible attacks are limited, but the means in which they are carried out is limitless.  Attackers to the wireless network are nearly impossible to identify, as they do not have to physically be inside the polling precinct to do some heavy damage.  Recording devices are not obvious, and the average poll worker may naively trust the common use of cell phones in the voting booth.  


The vulnerabilities of the WINvote system are not a result of AVS’ poor planning, but instead the naive trust placed in today’s technology.  The main reason WINvote utilizes wireless Internet is to simplify the Election Day duties.  With no wires to the system, officials are completely blind to the passage of information, and their only responsibility is to stand by the machine and verify that the screen says all data has been sent.  In reality, this tradeoff of convenience for security makes the WINvote system very prone to denial-of-service attacks.  The encryption of voting data, although an admirable attempt to ensure election integrity, may still never reach its destination to be counted.  This is a weakness of the 802.11b wireless protocol: the loose identification of senders and receivers, as well as the ability to spoof the timing field of wireless communications, making WINvote essentially defenseless against these attacks.


Election boards are wising up to warnings of attacks.  Pennsylvania approved the use of WINvote under the condition that all tabulation of votes and loading of ballots happened via the portable USB memory stick, forbidding the use of wireless Internet in the system entirely.  Virginia’s Arlington County states in its Election Day guide that election officials should verbally discourage voters from using cell phones in the precinct.  Election boards need to go a step further.  They should consider the prohibition of all electronic devices, preventing voters from carrying out any information about the voting system with them as they leave.  This includes cellular telephones, PDAs, digital cameras, voice recorders, USB memory sticks, and definitely laptop computers.  

Outlawing the use of wireless Internet in voting systems, however, is a prudent decision for the present, but unwise for the future.   The growth of pervasive computing has dictated that wireless is the means of communication for the future.  It is only a matter of time until this method of message passing can be improved to block attacks and maintain a steady connection along the voting systems.  The 802.11 protocol has not yet met these standards, so it is not recommended for use in any critical systems of such great importance as United States elections. 

V. Conclusions


Cellular telephones of today carry much more power and ability than the majority of Americans assume, bringing a plethora of potential attacks to electronic voting systems.  By using embedded recording devices on cell phones, such as cameras to capture digital photos, movie recorders to capture action in color along with sound, and microphones to record sound, cell phones are becoming more like personal spy tools than standard house-line telephones.  With the recent melding of personal digital assistants (PDAs), cell phones now pack the power of a portable PC with satellite-voice conversation abilities, complete with wireless interfaces.  This introduces the ability to use and misuse wireless communications wherever the cell phone may roam, including inside the voting booth.  Possible disruptions to the AVS WINvote system have indicated that the use of wireless Internet as an underlying feature of the system is susceptible to denial of service attacks that may be carried out by cellular telephones at the push of a button.  The display of sensitive information allows for its capture via cell phones.  Conclusions made from the analysis of WINvote indicated that these potential attacks are actual possibilities, and that voting systems should reconsider the use of wireless Internet and cellular telephones inside a polling place. 
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VII. Appendix


Figure 1: Possible approaches to record the voting experience.  Note that the dashed lines indicate the most probable attacks, as the ideal attack is possible, not detectable, and costs the least amount of money.

Figure 2: Methods to block the ways of tabulating votes in the WINvote system.
Figure 3: Possible approaches to ruin the Wake-On-LAN functionality of WINvote systems.


Figure 4: Ways to block the loading of ballots to WINvote systems.
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